
  

SUMMARY OF PRESENTATIONS AT THE 5th ANNUAL INTERNET OF 
THINGS EUROPEAN SUMMIT 

 
 
KEYNOTE PRESENTATIONS 
 
Moderator: Nigel Cameron 
 
Carl-Christian Buhr, Member of Cabinet of Vice President Kroes, 

wondered if overarching umbrellas were needed or long term visions as 
developments in the IoT seems to move very well without too much 
interference or planning. So do we need a new Action Plan?  And, 
specifically, what will be Europe’s role as it develops? The Internet of 
Things remains an extremely difficult issue for policy to handle as it is both 
horizontal and vertical at the same time. It seems ‘always just a few years 
round the corner,’ but even now it is ‘here’ it is not entirely clear what ‘it’ is.  
 
There are two descriptions that may be offered. First ‘not yet.’ There is 
much infrastructure to be built, and it will be very expensive. What will be 
the protocols? Security will be more expensive than we had thought, with 
major dangers of both misuse and malfunction. Second, it could equally 
be said that ‘we have a lot.’ Cities are full of wireless connectivity. Our 
phones are IoT in our pockets. We are close to high-end cars that will 
require to communicate for safety. There is the interface with the cloud, 
with spectrum policy and cyber-physical systems needed for ubiquitous 
deployment. Do we require an umbrella IoT policy? 
 
Ilkka Lakaniemi, Programme Chair, EU Future Internet Public-Private 
Partnership, presented Fi-Ware - a pan-European platform that makes 
innovation for Future Internet applications easier for everybody. 
According to him, IoT is a generic enabler for an industrial revolution – a 
General Purpose Technology (GPT) - on par with steam and the Internet 
changing the way in which all economic activity would be shaped. We 
need a coherent story, however, on the digital economy and building 
strong programs that resonate with SMEs that are bringing manufacturing 
back to Europe. As with all GPTs, it will take years for its proper impact to 
come about and important elements of it may not be visible at the time. 
We need to develop an ‘Open Innovation ecosystem’ – ‘future Internet 
labs’ around the world, a one-stop shop for companies. 
 
Geoff Mulligan, U.S. Presidential Innovation Fellow on Cyber-Physical 

Systems and Founder, IPSO Alliance, is confounder of Smart America 

and keen to create positive awareness of the coming IoT, as this is about 



  

a transformation of the entire ecosystem.  An approach focused on 
Cyber-Physical Systems (CPS) encompasses IoT as IoT plus control 
theory. The White House Office of Science and Technology Policy 
(OSTP) is focused on innovation with the United States Government. As 
an example he gives the connected car, where privacy and security has to 
be built in such a way that emergencies can be anticipated. Key to the 
success of CPS is acknowledging that the protocols are here - IP all the 
way - open data, open standards and open innovation and how to bridge 
that with permission less innovation that is happening on the intent and in 
IoT when all of a sudden companies are more in charge of defining 
privacy then the public authorities. For example, why not let the consumer 
decide where his or her data will be sent? It is part of his role to bring 
potentially conflicting interests (as we see with Silicon Valley and the 
NSA) together. 
 
 
FINANCING THE INTERNET OF THINGS 
 
Moderator: Nigel Cameron 
 
Before joining Yole Finance, Géraldine Andrieux-Gustin was project 
manager at Yole Développement. Géraldine was in charge of activities 
related to the applications of micro and nanotechnologies in Life Sciences 
and Chemistry. She has conducted many surveys and missions 
especially strategic and marketing analysis for innovative technologies in 
biotechnologies, in the medical field especially and in MEMS. According 
to her, the smart home is the current driver for creating a more mature IoT 
market, with strong investment support from both the EU and the United 
States. A business case approach would best help develop IoT as a 
dynamic ecosystem for innovation. 
 
Paul Higgins, Co-Founder and COO, Crowd Valley, has been involved in 
working with Crowd Valley's pioneering customers across the financial 
services sector on new financial models and crowd-funding. His company 
provides back-office services to crowd-funding platforms. Crowd-funding 
is still developing as a major component in the range of investment tools; 
in 2012 there were around 450 platforms; by 2014 already several 
thousand. – from kickstarter-type rewards to equity-based options. It has 
scope well beyond use by startups, with applications already in such 
sectors as energy, clean tech, and real estate. Crowd Valley issues a 
quarterly report on crowd-funding. Average funding in the top five 
crowd-funding sites is €120,000 from 81 investors. 

 



  

Mischa Dohler, co-founder of Worldsensing (which has ‘the largest IoT 
sales worldwide’, and Professor, King’s College, London, claims that the 
EU is bad when it comes to co-funding horizontals and quite good when it 
comes to facilitating verticals (ABB, Siemens). According to him the SME 
in the new IoT hardware segment is struggling with scaling small 
platforms in very long sales cycles with Worldsensing. He sees that what 
is needed is a financial shift going away from CAPEX to the OPEX. 
Business models are unproven, so banks will not lend. Yet how do you 
finance this shift? The current co-financing models are not smart. FP7 has 
zero memory and zero accountability. We are struggling with procurement 
systems as they are not smart (go for the cheapest option). We 
desperately need deregulation. And most importantly we need to involve 
the people who report to the COO - the operational officer - in the 
companies. We see too many research departments of large companies 
are not having any effect on the day-to-day operations of the company. 
 
Charalampos Doukas, Technical Co-ordinator, COMPOSE EU Project 
and Senior Researcher, CREATE-NET, acknowledges that a lot of the EU 
programs on IoT are still very much top down and not taking into account 
that grassroots IoT is springing up everywhere on cheap hardware 
(Arduino, Raspberry Pi), open source software (alliances), virtually 
zero-cost database storage, and analytics. There are almost 34,000 
people participating in Internet of Things Meetups all over the world. The 
EU projects are changing their communication strategies slowly and are 
setting up contests. The IoT Forum in June this year in London is 
organizing hackathons. That is a good start but we need more awareness 
in the policy areas and research programs that IoT is happening on the 
ground. 
 
REALISING THE BENEFITS OF THE INTERNET OF THINGS – (I) THE 
SMART CITY 
 
Moderator: Thibaut Kleiner 
 
Thibaut Kleiner, Head of Unit, Network Technologies, has recently taken 
over the responsibilities for IoT in the European Commission. Before that 
he was in charge of IoT in his portfolio in the Cabinet of Neelie Kroes. He 
is thus very well-placed to be at the helm at such a crucial time. He is very 
well aware of the issues raise by Charalampos Doukas and has 
’Innovation’ high on the agenda. It remains a difficult policy area as IoT is 
horizontal and domain-specific at the same time. Therefore a focus on 
smart cities as a ‘playground for IoT technologies’ is logical as the scope 

of IoT applications in a smart city encompass all the relevant domains. He 



  

discussed examples from Italy (Turin) and Spain (Madrid, Santander). 
Thibaut stresses that the EU has been pioneering in IoT from the i3 and 
Disappearing Computer Initiatives in the mid 90s to the recent decade of 
the IERC cluster (with fifteen running projects) and upcoming new calls 
specifically for IoT in 2015. ‘In a nutshell’ – the Commission is active but 
this is just the beginning. There are ‘so many potentialities.’ 
 
Jonathan Steel, CEO, Change London, is building air-quality monitoring 
as a service on top of projects improving air quality. Change London is a 
non-profit organization that helps you reduce the impact that your 
business has on people and the environment. In the UK, around 30,000 
deaths a year can be attributed to environmental pollution. ‘You are better 
off smoking than standing beside a major road.’ Building on the success 
of the Air Quality Egg and Smart Citizen projects on air pollution it starts 
from the assumption that citizens are the main actors. 
 
According to Francisco Jariego, Director of Industrial Internet of Things, 
Telefónica Digital, the key to a successful IoT is the creation of new 
business models. Every business will be an IoT business, every IoT 
business will be a service and everything will be embedded in such 
service models. What we see happening is more on the scale of before 
the book or after the book, before Google and after Google. The killer 
application will be something that involves the citizen. 
 
Josep Ramon Ferrer i Escoda, Director of Smart City Programmes, 
Barcelona City Council, claims that technologically speaking the building 
blocks are all there and the killer application elements he sees are 
twofold: on the one hand a strong and deep collaboration between 
industry and the city (the city as smartphone) and value propositions for 
citizens that are so strong that they overcome the negative aspects of 
privacy. The city must be a ‘city of people,’ with a focus on citizen welfare 
and the quality of life. But IoT applications must also be ‘smart for citizens 
and business-friendly.’ So the questions are how to create commercial 
and citizen value at the same time. 
 
Joseph Bradley, Managing Director, Cisco Consulting Services Internet 
of Everything Practice, takes a holistic view and addresses the balance 
that is needed in IoT between intelligence at the edges (devices) and 
intelligence in the Cloud. In the future data will connect to things as well as 
the Internet. For example, in some cities 30% of the traffic consists of 
people seeking parking spaces. IoT and IoE assume that privacy is 
context-based and the killer apps will align benefit with costs. Public value 

is paramount and can lie in the possibility for IoE to improve 



  

decision-making processes. For ‘big data is worth zero without big 
judgment.’ 
 
Tiziano Modotti, Product Manager, Eurotech, claims that the keyword is 

‘integrated’. IoT needs an integrated M2M platform and a lot of companies 
are making that real. So does Eurotech as they put a lot of Intellectual 
Property in Eclipse. According to him it is of paramount importance to 
involve citizens from the very beginning, and see the smart city as the 
re-creation of the neighborhood and the Living lab methodology. 
 
 
REALIZING THE BENEFITS OF THE INTWRNET OF THINGS (2): THE 
CONNECTED HOME 
 
Moderator: Tom Kerber 

 
Cees Links, Founder and CEO, GreenPeak Technologies, states that the 
smart home is here now, not on the horizon – though it is happening by 
stages. Zigbee is the standard – ‘low-power wifi’ – already integrated for 
remote control and other devices in many new homes (especially in 
Japan). However, not all devices in the home are linked to the gateways. 
He predicts soon 600 million homes with as many as a hundred 
connected devices in every home – that is, a prospective market of 60 
billion nodes. 
 
He foresees a three-phase implementation. First, 2012-15, 
routers/set-top boxes based on RF/Zigbee. Second, 2013-18, many 
operators offering ‘smart-home apps,’ for example security, energy 
management, assisted living – essentially ‘app by app.’ Third, 2015-20, 
‘the real smart home’ begins to emerge. Key issues to be resolved 
include: cost (goal: very device <$5; at present, $20-50) – which will lead 
to 100 devices per home in 10 years. At present the emerging smart home 
is high-end; it needs to become as common as wife is today. 
 
Anne-Lise Thibelemont, Senior Director, Government Relations, 
Qualcomm, discussed the benefits of IoT and its impact on society. We 
will not see the network effect if we do not create a consumer experience 
around the ‘magical’ wireless interactions of IoT. The Alljoyn open source 
horizontal framework (developed by Qualcomm) and the Allseen Alliance 
(the biggest collaborative open platform) are gearing up all kinds of 
application and servicing power but we have not yet a clear view of the 
kind of user we have in mind; so we need to bring in other kinds of 

expertise to help us understand what kind of cognitive model we are 



  

presupposing that ordinary users currently have. 
 
Jody Haskayne of AlertMe addressed the consumer side of IoT. We are 
already connected, she stated, but not with our homes. Three catalysts 
are driving the IoT market – the consumer, the energy market, other 
established industries looking to add value. Good design and the 
’enchantment’ angle are important elements to drive adoption.  AlertMe’s 
cloud links to your home for access and controls of devices, making 
‘dumb’ devices intelligent through data; it is increasingly 
consumer-centric, easy, and affordable. Analysts predict rapid adoption, 
first with a B2C walled garden ecosystem, and then moving to B2B2C with 
a broad platform. Already, in 2012, the UK digital economy stood at 82 
billion British Pounds. 
 
Energy efficiency and energy management is the key focus for the 
connected home for Pierre Colle, Chief Technology Officer, Residential 
Control Business, Schneider Electric. Energy Efficiency (multi-applicative 
global optimum) and Demand/Response (Smart Grid) come together in 
the case of IPv6-enabled washing machines that can be managed 
street-by-street or neighborhood-by-neighborhood. In order to make this 
green home vision happen a citizen-centric perspective is essential. And 
interoperability. 
 
Robert MacDougall, Head of Enterprise Regulation, Vodafone Group, 
stated that a major concern lies in the loss of control, or more precisely the 
move in locus of control. People must be able to choose, and systems 
designed in a way sensitive to the social context consequences. Hence, 
‘privacy by design’ and the importance of privacy impact assessments. 
And hence the need to design out ‘opaque data protection.’   
 
 
CLOUD COMPUTING , BIG DATA, AND THE INTERNET OF THINGS 
 
Moderator: Nigel Cameron  
 
Thomas Svensson Sr VP & GM ThingWorx EMEA, relates how 
Thingworx, founded in 2009, has been acquired by PTC.Thingworx had 
offered the first application platform for IoT (and it remains unique). As 
with NEST this show that the IoT market is maturing and market segments 
are beginning to see ways to monetizing and scaling up. One projection 
was of one trillion devices by 2035, yet there was insufficient focus on the 
need to develop apps; apps would unlock the value of M2M. Traditional 

apps are not suited to IoT use – an agile platform is needed to develop 



  

and upgrade IoT-ready apps. Perhaps 5 million would be needed by 
2020.  
 
According to Mário Campolargo, Director, Net Futures, DG CONNECT, 

European Commission, the IoT is maturing as a policy field as it is rapidly 
showing itselfinfluential in societal change and potentially in supporting 
economic growth. Despite earlier hype, we now face business decisions 
by major corporations with IoT at their center – and integration with CPS 
and 5G. Cloud is key to support the bottom-up IoT developments. Three 
dimensions can be noted. First, the importance of interoperability to cut 
across technology standards. Second, a focus on issues not already 
covered elsewhere. Third, the development of a European cloud 
partnership from the public sector perspective. The biggest hurdle, 
looking ahead, is the ‘lack of evident fast tracks’ to find solutions to 
interoperability, trust/security issues, storage/service/network, and 
fragmentation of systems – when a move toward open 
systems/platforms/APIs and generic standards is vital. The integration of 
EU/U.S. and Japanese approaches must also be constantly addressed. 
 
According to Gary Butler, Chairman and CEO, Camgian Microsystems 

Corporation, the barriers to entry are financial, and reducing cost of 
ownership is key. The value proposition should be rebalanced between 
the technology provider and the value for end-users, as well as between 
Cloud and the device level. Pushing analytics to low-powered devices at 
the edge of the network has the advantage of being able to operate in 
places with no constant connectivity. The advantages should be spread 
out over the entire value chain. Huge efficiency and energy saving can be 
gained in so many day-to-day operations. For example, a study in waste 
oil management for example showed that some trucks were servicing only 
25% full tanks. Route-planning could be so much better. It then has to be 
shown that all actors in the value model need to chip in to make this 
happen, and that and all actors equally will get returns in the long run – 
even if they may not be immediately monetisable. Moreover, they could 
be used with some kind of ’label’ to show end-users their ethical aspects. 
 
Attila Narin, Head of Solutions Architecture, Amazon Web Services, 
heads their European team helping customers move to cloud is seeing so 
many good ideas every day - and potential business cases because of the 
integration of particular data flows. He feels that the real issue now is 
change management, as companies begin to realize the disruptive 
aspects of IoT. AWS is already storing more than one trillion items, with 
true global reach. 

 



  

David Wood, Chair, London Futurists, looked to the future interplay of 
cloud and IoT, and sees the emergence of a ‘hybrid intelligence’ with the 
growing maturity of IoT which would pose a real challenge. This is 
‘uncomfortable territory.’ IoT is very disruptive, and will need people- and 
change-management in the context of step-by-step transformation.  The 
emerging cloud-based ‘hybrid intelligence’ would become ‘self-learning’ in 
a way illustrated by such movies as HER and Robocop. He also noted the 
special application in medical science being developed by IBM Watson, 
which would bring together research publications and patient data. 
 
 
GOVERNANCE AND STANDARDISATION 
 
Moderator: Rob van Kranenburg 
 
As the most constant factor in EU policy on IoT, Peter Friess, IoT Project 
Officer DG Connect, European Commission, is still struggling with the 
specificity of IoT, yet the fact that the business units overtook the research 
units in 2012 shows that it is happening and will happen anyway, but there 
is serious EU agency to help to shape in a way that it works for all the 
stakeholders. He says that now is indeed the right time for IoT standards. 
The IERC will be doing a global mapping exercise on integrating the 
various task forces and mandated organizations. There are still a lot of 
issues: internet connectivity is not reliable everywhere, interoperability 
could be fostered through lifecycle approaches but there are very few long 
term views, identifying and finding objects is not standardized, a lack of 
semantic description (Maybe the coffee machine could make decisions 
about what you want on TV?), everybody is talking about privacy by 
design yet nobody does it. Why not writing standards in machine 
language? 
 
Marylin Arndt, SMART M2M Chair, ETSI agrees that the smart city is the 
playground for IoT and feels that the smart city itself is the killer app as 
there so many verticals and fostering interoperability between them is 
such a complex undertaking. ETSI has realized in must be on the ground 
soft coding standards and best practice into actual M2M platforms hence 
the oneM2M Partnership project established July 2012. The main scope 
of oneM2M is a common set of Service Layer capabilities, access 
independent view of end‐to‐end services, open /standard interfaces, APIs 
and protocols and Interoperability, including test and conformance 
specifications. ETSI’s two major areas of work are standardization of the 
Interworking with the 3GPP and 3GPP 2 networks and the study of 
solutions for the definition of common semantic rules between 



  

applications belonging to different industrial segment, to assure the 
understanding of the shared data. 
 
Henri Barthel, Vice President GS1 System Integrity and Global 

Partnerships, GS1 Global relates that many standardisation initiatives 
emerged recently: ITU-T Global Standards Initiative and Joint 
Coordination, ISO/IEC JTC 1 forms Special Working Group on IoT, IEEE 
launches a sub-committee on IoT, CEN TC 225 launches a working group 
on IoT, EC will hold a standardisation workshop on IoT at ETSI and W3C 
will hold its first workshop on IoT in June 2014. Since IoT is a concept 
rather a specific application, not a technology but a collection of many, a 
myriad of applications that are not necessarily related, it is illusory to 
define a specific roadmap for IoT standardization and therefore 
coordination on IoT between standards bodies is needed. There may not 
be a need for a specific IoT governance as such, but there definitely is a 
need to standardize the specific forms of connectivity. GS1 has a long and 
successful history with the barcode and is seeing a lot of innovation 
around the barcode and QR codes. The RFID and NFC uptake is slow 
and may have to do not only with pricing but with the negative campaigns 
and communication around privacy and RFID. The framework that GS1 
has of a set of federated networks forming an ONS, Object Name Server 
is starting to take shape as an Internet of Goods that supply chain and 
retail are involved in equally. 
  
Geoff Mulligan, U.S. Presidential Innovation Fellow on Cyber-Physical 
Systems and Founder, IPSO Alliance, starts his presentation by saying 
that The Internet Engineering Task Force (IETF) should be added to the 
list of Henri Barthel as it is there that developers are actually building 
running code stemming directly from use cases and business needs from 
companies. It is where Ipv6 and 6Lowpan come from. He is very 
enthusiastic about the agency of a joint combination of research and 
industry working with the IP framework that is there and building new 
services and infrastructure on top of IP to the edge of the network. HTTP 
can be made very small. TCP can be improved. The role of government is 
to build trust for IoT, to facilitate co-creation with citizens, to foster privacy 
and security as a PKI, public key infrastructure. Its role is to get citizens 
into the debate and see them as real co-creators, to innovate from a social 
perspective and not interfere with building new protocols. Citizens don’t 
have a grip on their data. That is what is creating all the negativity and Big 
Brother dystopias.  
 
 

 



  

BUILDING TRUST AND CONFIDENCE – THE PEOPLE SIDE OF THE 
INTERNET OF THINGS 
 
Moderator: Rob van Kranenburg 

 
Achim Klabunde, Head of Sector IT policy, European Data Protection 

Supervisor states that the smartphone will become the mediator. IoT is 
happening as we speak and asks for a dynamic and pragmatic approach. 
We see proprietary platforms, each thing talking to its own server, 
interoperability at low level protocols and security and privacy depending 
on applications. So: big challenges and growing risks. The challenge is 
that privacy and security must become design goals for IoT (and other) 
devices at all levels: protocols, operating systems, HW, user interfaces, 
applications. 'The value of information increases when it is connected to a 
location' (Art 29 WP Opinion 13/2011 on Geolocation services on smart 
mobile devices) so there are different categories of data to be retained 
(Data Retention Directive 2006/24/EC, Article 5). New business models 
will emerge and privacy can become as unique selling point as well as 
data portability. 
 
Blanca Escribano, Partner, Co-Head, International Telecoms Group, 
Olswang Spain LLP claims that the ‘People’ side of the Internet of Things 
is foremost building trust and confidence. We know that machines will 
gather, exchange, process and store information automatically. After ROI 
is overcome, security and privacy arise as top challenges or concerns. 
This gives room to new specialized players (data, equipment security, 
device authentication technology, encryption). There is a decrease in the 
relevance and reliability of informed consent, How to replace while 
respecting decision making of the data subject? Who is liable (as 
controller), as in IoT data can be exchanged and reused quickly and 
infinitely. It is clear that we need to have the right balance in order not to 
lose opportunities and advantages in the online world/IoT. 
 
Chris Gow, of CISCO and Chair, Privacy and Security Group, DIGITAL 
EUROPE asks how do we apply data protection rules in an Internet of 
Everything era? He suggest to to apply the general data protection 
framework, not to regulate sector specific, to work with Guidelines and 
ensure appropriate global standards are in place. Profiling and informed 
consent are to be seen as trade-off’s in specific situations. The role of 
government is foremost in educating citizens into being a citizen in a fully 
connected world.  
 
Siim Sikkut, National ICT Policy Adviser, Government of Estonia 



  

explains how Estonia leapfrogged into one of the highest density ICT 
countries globally because there was a rupture and innovation was 
possible from ‚scratch’ and there was a clear leading vision. The 
cornerstone of its success is the national ID card, the e-card that is so 
trusted that 95% of the citizens declare their taxes online and accept that it 
contains many services. How was it possible to get the Estonian citizens 
to accept this generic solution? According to Siim because of three main 
principles: 1. Citizens have the ultimate control over their data and can set 
their privacies. I can opt out of the digital health records. 2. Privacy by 
design is put into practice by the use of advanced crypto, and 3. If people 
have ultimate control and oversight they should be educated into how to 
use this best. Building trust in such a system is paramount. The current 
climate after the NSA stories is slowing down e-commerce, slowing down 
digital health systems and slowing down all kinds of niche services that 
could boost SME. If you take a society to the level of a platform you have 
to know what you are doing and so security should be built in across the 
entire value model: networks, devices, ecosystems. Yet you should also 
be realistic and prioritize. Not every data breach will really hurt you. In the 
end it is all about the user. A large part of hacking is still done through 
social engineering. Again, education is the key. 
 
SECURITY AND IDENTITY MANAGEMENT 
 
Moderator: Rob van Kranenburg 
 
Rodica Tirtea, Information Security and Data Protection Unit, European 

Union Agency for Network and Information Security (ENISA) explains the 
complexity of the EU policy environment regarding IoT. The key issue is 
this: “Everyone has the right to the protection of personal data concerning 
them”.  (Article16,The Treaty of Lisbon, The Treaty on the Functioning of 
the EU states). The EU legislation reform encompasses: Data Protection, 
the directive (1995) is to be replaced, the new regulation for personal data 
by design and by default, the right to erasure, electronic signatures & 
electronic identification and new proposed regulation on security by 
design and privacy by design. ENISA contributions in this field are „The 
right to be forgotten – between expectations and practice” (2012) and 
„Recommended cryptographic measures - Securing personal data „ 
(2013). The issues are equally complex: data leakage, data breaches, 
data shared outside the given consent, aggregation and manipulation of 
multiple streams of data. The lifecycle perspective of personal data has 
only just begun to be addressed in IoT context. 
 
Olivier Burgersdijk, Head of Business Demand and Products, Europol 



  

explains how a proper policy framework in itself is a device to instill an 
ethical code of conduct in industry and an awareness in citizens that they 
have a strong personal responsibility in how the connected world is 
shaped. Governments should look after the sustainability of the current 
value propositions in the long term and citizens should use their common 
sense. The IoT is having a huge impact on data protection issues and 
security. The risk of cloud computing being hacked is real, the botnet story 
and the refrigerator is common knowledge. Smart tv’s and smart 
connected cars can lower your fee if you drive safely and so in the coming 
years we will see a  financial burden being transferred to insurance 
companies and we can only hope that security measures will follow or 
rather will lead these changes that are profound. Until very recently we 
took decisions based on our own experience or on those that are near to 
us. Now through big data analytics and apps we are being influenced to 
take decisions on the basis of actions of people we haver never met. This 
new situation requires a societal perspective and a set of minimum 
standards and ethical rules for all stakeholders involved. 
 
Lasse Andresen, CTO, ForgeRock explains that the evolution of Digital 
Identity is happening so fast that it creates a IoT creates a new world of 
disruptive applications and services. So two people scanning the same 
QR code might get to see different things. With that comes a number of 
security headaches. IoT requires a new security model that builds 
relationships across the Web so that people, systems, and things become 
new entities in context. These need to be managed. Interoperability, Open 
Standards and Open Source are the key to success. The notion of digital 
identity brings extremely targeted messaging.  
 
Carol Umhoefer, Partner, DLA Piper gives an overview of how the 
Internet of Things is starting to overlap with the ”Internet of Me” and 
creating a new kind of ‚social’ experience that is in need of ethical debate 
and guidelines. Fitbit Flex tracks steps taken, distance traveled, calories 
burned, active minutes, hours slept and quality of sleep. Google Glass 
offers augmented reality, voice control to take pictures, send messages, 
hands-free video and audio recording, GPS, „Siri"/"Watson"-like 
assistant, embedded flash drive, wireless connections to share data. 
Durex Fundawear offers tiny vibrating motors are sewn into female 
lingerie and male underwear with vibrations corresponding to the 
movement of the finger touching the smartphone screen from afar. Pixie 
Scientific Smart Diapers are about to offer QR-coded diapers. Parents 
scan the QR patch with a phone app, which in turn will analyze the data 
that could also be shared with medical professionals for diagnoses. If 

large numbers of people start to leave their data using wearables like this 



  

an application like mypermission.org allows you to trace and revoke the 
permissions you gave earlier. 
 
The idea was simple "If granting permissions is a matter of a single click 
then revoking them should be just as easy" and following this line of 
thought mypermission.org came into being. A simple page that lets 
people revoke any permission they gave in a single click...  


