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Opening new opportunities for young digital citizens
SmartBus is a fully accessible, mobile, wi-fi equipped interactive classroom. It has been
traveling onsite to schools in Belgium and the Netherlands since September 2019, and will
continue until June 2020. A similar programme ran in Spain in 2014, and is now running in
both Spain and Portugal.
SmartBus aims to help 11-15 year olds better understand the challenges of the online world and become
smarter digital citizens. The bus can cater to up to 30 students and their teachers at a time, with 3 to 5 sessions
taking place each day. A total of 5000+ students have benefited from the SmartBus programme so far, in
Belgium and the Netherlands.
Sessions are delivered by a magician to add to the fun, eye-opening elements of the programme.
The evidence-based educational content has been developed1 based on focus group interviews, survey findings
and piloting. It is adapted per session in collaboration with schools to better suit the needs of younger students,
for example, or those with specific educational needs.

The programme is built around 5 content pillars
Students interact through amusing sit-stand activities and privacy-protected mobile software to get a snapshot
view of where they stand with their digital practices. They map their profile on a unique SMART Compass
designed to extend learning into the context of school and home.
Anonymised, aggregated data from a total 3,767 students, 2,039 in Belgium and 1,728 in the Netherlands, has been
captured and analysed through the SmartBus programme for an improved understanding of how young people’s
digital practices are evolving and the biggest challenges they are facing. On the strength of these findings, we
propose 5 recommendations to help children everywhere to become risk-resilient, informed digital citizens able to
fully benefit from the online opportunities today’s connected society can offer:

Caret-square-right Use digital technology more broadly as a learning tool in schools.
Caret-square-right Make digital citizenship an integral part of the school curriculum.
Caret-square-right	Support children to become SMART communicators by aligning teaching and
awareness raising with what children are really doing online.
Caret-square-right Provide more transparency and clarity on legislation and regulations.
Caret-square-right Make learning about internet safety and digital literacy exciting.
1. Content is developed by Insight, a network of education specialists.

Concept
04

SmartBus - a kaleidoscope of
perspectives and objectives
One in three of today’s 4.4 billion internet users worldwide is a child. In Europe, where the
internet penetration figure stands at approximately 90%, almost 90 million children aged 0 to 18
go online regularly.
Many of them are online even before they can walk or talk, on a
diverse range of devices. The common denominator is the small size of
their screens, their mobility and the rapid, often unnoticed switch from
online to offline. These three factors make it challenging for parents
and carers to guide and supervise their children in their online life. This
is further complicated by the rapid evolution of technology in terms of
speed, power and prevalence.
For two decades already, the European Union and national governments
have dedicated considerable annual budgets to protect children online
and empower them to use the internet safely and responsibly; yet one in
two young Europeans today are troubled by at least one of the most frequent internet risks between ages 11 and 161 .
More than half of the European population feels insufficiently informed about cyberthreats. These and similar findings
underpin the major objectives of the SmartBus programme: to understand the greatest online concerns of 11-15 year
olds, and devise ways of delivering safety messages that are really useful to them in moments of crisis.
Over the years, experts have developed a wide range of highly pertinent internet safety messages, and consistency
is of upmost importance in raising awareness. Through the SmartBus programme, we strive to understand which
messages resonate most with teens and how to situate them meaningfully into their daily online practice.

Inclusion, at the forefront of the initiative
Another key objective of the programme is to reach children at non-mainstream schools and in rural areas. These
children are often more vulnerable to risks for a variety of reasons. They have fewer opportunities than their citydwelling counterparts to receive visits from safety experts or attend safety-oriented events, and possibly use the
internet less because they are able to participate in a broader range of outdoor activities. Socio-professional category
of parents impacts the risk profile of children too and tends to vary between rural areas and cities. Children in rural
areas or from non-mainstream schools sometimes grow up in a more protective community environment, possibly
reducing their ability to handle risks independently. For all these reasons, every effort is being made to send the
SmartBus into schools in every corner of both Belgium and the Netherlands, and to continue to include as many
children as possible in the programme as it evolves over the coming months.
1. https://ec.europa.eu/digital-single-market/en/content/creating-better-internet-kids-0
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SmartBus is designed to provide interactive 50-minute sessions for 11-15 year olds focusing on why it is important
to be safe online, and how to become a more proactive digital citizen. Participants emerge from the bus with a
better understanding of their own user-profile, a little insight into the risks they’ve been taking, and a few tips on
how they could be doing even better.

A closer look at the SmartBus
SmartBus is part of Huawei’s TECH4ALL programme2. This aims to empower children and young people to use
digital technology responsibly and creatively, at the same time helping them to stay safe online by providing easy-tounderstand information in a meaningful context. The SmartBus programme is built on a multi-stakeholder approach
involving five principal actors, working together to optimise opportunities, build and share knowledge and experience,
and protect children’s rights and well-being at every step of the SmartBus journey.
Figure 1: SmartBus partners
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SmartBus is a fully accessible, mobile, wi-fi equipped interactive classroom that has been traveling onsite to schools in
Belgium and the Netherlands since September 2019. A similar project ran successfully in Spain in 2014 and has once
again been underway in Spain and Portugal since late summer 2019. Schools in both Belgium and the Netherlands
receive full information about the SmartBus programme, and can apply to LEF m&e, in charge of logistics and
implementation, to schedule a visit. Up to 4, and on some occasions 5, sessions can take place in a day. The only
restriction is for schools to have the necessary space to park the ‘bus’ which is, in fact, an expandable trailer.
Up to 30 students participate in each session. Teachers are warmly invited to join their students, which gives them the
opportunity to follow up in class on the evidence-based educational programme that has been delivered. Since this is a
one-off session, information material is available for teachers and parents about the topics that have been touched on,
so they can discuss them in more depth in the classroom or at home. The aim is to open every opportunity for students
to better understand their responsibilities to themselves and to others in the online environment.
2. https://www.huawei.com/minisite/tech4all/en/
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Digital technology - walking the talk
When students first enter the bus, they pick up a smartphone and, with a single click, get a
randomised username that they keep throughout the session.
The phone adds to the uniqueness of the environment and sparks the curiosity of students. It also enables them to
respond to 6 questions about their online activities via a software called Kahoot!, and immediately get an aggregated
snapshot view of how the whole group has responded. In this way, each student can take stock of his or her own
online behaviour as compared to that of peers. It also brings home to them, in a colourful, meaningful way, the
importance of certain messages they’ve previously heard but not heeded.
The Kahoot! software is used extensively by teachers throughout Europe because of its user-friendliness, and its
stringent privacy policy. The data from SmartBus sessions, fully anonymised and stored only on the Kahoot! servers,
offers a valuable means for the Insight team to get a better understanding of the young people’s approach to safety,
privacy and their online practices.

A touch of magic changes everything!
Children and young people often know ‘by heart’ lots of
safety messages they’ve been told at home, at school,
from the media, or that they pick up from each other.
However, there is a large gap between hearing something
and being able to remember it in a moment of crisis,
especially with the information overload that many
young people nowadays are subject to. And being able
to transfer and apply safety messages to resolve stressful
real-life situations is quite another story. Several factors
influence the extent to which information – in this case,
safety messages – can become practical, applicable pieces
of knowledge. To overcome this challenge and deliver
SmartBus sessions in an exciting, interactive way, we have
called magicians experienced in ‘teaching through magic’.
To get optimal value out of any learning activity,
information is best presented in a simple, concrete,
unexpected way. What can be more concrete and
unexpected than a photo jumping from one phone to
another and multiplying when you try to delete it, or blue
‘like’ buttons popping up in the most inappropriate places?
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Messages that are the most effectively adopted by learners are the ones that draw on emotions, and fun and laughter
are therefore effective positive learning tools. Storytelling also reinforces learning. In the SmartBus, the magician
weaves stories around the safety messages he is getting across, and students go away from the SmartBus with funny
stories that they can retell family and peers. In this way, they are reinforcing their learning by advocating to their
entourage what they have learnt.
The smartphones, the graphic representation of messages and incidents, and the touch of magic the magician
brings, together make the educational content of SmartBus sessions memorable for the young people participating.
Interestingly, Europol has been inspired by the SmartBus concept and will ‘borrow’ our magician to put across to
children very challenging messages about child sexual exploitation on Safer Internet Day 2020 in the Hague.

Teacher Comment

“ It was a real eye-opener for students… and for teachers too! The way
the magician presents it, you can see then the way things happen on the
internet. You should make videos like this on other topics, that’s the way
young people learn nowadays.”

Tools
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A compass to guide digital footsteps
Another innovative element in SmartBus sessions is the
Compass. This has been especially designed to pull together the
many threads touched upon during the session in such a way
that participants leave the SmartBus with their own user profile
and a brief ‘personalised’ guide on how they can become more
resilient online. Questions they respond to in the first part of
the session, by means of the Kahoot! software or by taking a
stand on certain statements that are read out, mainly check how
familiar students are with safety and social messaging. Students
plot how they are doing in this part of the session on the vertical
or ‘Social sense’ axis. The second half of the session focuses on
how students are putting their safety knowledge into practice in
the situations they encounter. Now they plot their points on the horizontal or ‘Responsibility and trust’ axis. They will land
in a quadrant that attributes a fun title such as curator, dynamo or ninja, to their media-user type. They receive a sheet
describing the characteristics of their profile, with their own set of tips.
The compass is a fun activity that runs as a red line through the session, and is a take-away for students to allow them
to carry the learning beyond the doors of the SmartBus. At the end of their session, everyone signs their initials on a
compass poster on the wall to show where they have landed. There is no right or wrong, good or bad; every profile
shows strong characteristics and things to work on. The poster offers class teachers a snapshot of how their students
are doing safety-wise and could be developed to serve a broader diagnostic purpose. Students can take their compass
home to involve the family in what they have learnt, hence reinforcing the storytelling element to facilitate recall of
the messages learnt and trigger family discussion on the important topic of safety. Children, families and schools can
find further information on compass profiles from a dedicated section on the TECH4ALL website. Teachers can use the
compass to continue building on the lessons learnt in the SmartBus.
Given the atmosphere of excitement when students are calculating their points to find out their media-user type, the
Compass is a concept that could be scaled up to reach well beyond those students who are able to participate in the bus.
Teacher Comment

“The kids were excited to see what type of media users they are. They
brought the Compass into my next mentoring class and asked me loads of
questions. I used the information on the Compass sheet to answer them.
Kids don’t bother to read anything nowadays.”

Tools
Figure 2: Aggregated views of SmartBus compass from school sessions in Belgium and the Netherlands
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Shaping evidence-based educational content for
SmartBus sessions
Regardless of the quality of delivery of SmartBus sessions, how well learning objectives are
achieved depends on how relevant the educational content is to students’ interests and needs.
The development of the content has been done by widely experienced pedagogical and digital-rights experts at
Insight, an international network of digital citizenship specialists. The 4-step content development process has involved
11-15 year olds in each phase. It began in early summer 2019, when focus group interviews were conducted with
groups of teenage children in Belgium, the Netherlands, and further abroad. The young people discussed things that
have happened to them or their friends online; things they like and dislike about digital technology; topics they would
like to learn more about; and where and how they learn most about responsible internet use.
Figure 3: Developing tools and content, a 4-phase process
Focus Groups:
contribute
ideas;
survey is
developed

200 children
respond to
survey with
parent consent
in class
situation

Responses
are analysed;
content
defined, pilot
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adjusted

Participant
feedback
gathered on
ongoing basis;
tools & content
fine-tuned

A short survey was then created, based on the ideas drawn from the focus groups with young people, as well as
on feedback from recent teacher and parent focus groups, in which the Insight team had been involved, and their
ongoing discussions with social media providers. At this stage, the educational objectives and strategies for SmartBus
sessions were already taking shape and the survey provided a means of reaching a broader group of teenagers to
validate and fine-tune them. Around 200 children completed the survey in August 2019, either at school or in holiday
activity groups in both Belgium and the Netherlands. This was done in a class-type situation to ensure that responses
came only from children aged 11-15 years old and that their parents were aware of the activity and had given their
consent. Survey data was anonymised and aggregated and has provided a valuable evidence base that will continue to
be used within the SmartBus programme.

Content
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What the survey told us
The survey results raised many interesting issues that have contributed to the policy recommendations formulated in the
final section of this paper. The first relates to what young people say they like to do online. Although it comes as no real
surprise that they prefer to use digital technology for entertainment and communication rather than as a tool for
learning and creativity, they seem to be increasingly wary about using the information they find online and want to learn
more about how to check for validity. The media hype around fake news is confusing and they have difficulty finding
useful strategies to sort real information from the rubbish that abounds online. This requires much more focus than what
can be offered in a 50-minute internet safety session. It is a challenge that should be kept high on the agenda of educators.
In the survey, young people expressed themselves less
concerned about bullying than about poor internet
connection and wasting time online when they should be
doing other things. Although both concerns will resonate
with most of us, is the comparatively lower concern about
bullying just a backlash against the high societal focus it
is given? Further on in the survey, when respondents are
asked which topics they wish to learn more about, bullying

Student Comment

“ We learnt that
bullying can hurt
your friends. ”

re-appears amongst the top. One question in the SmartBus
sessions asks participants if they have ever been cyberbullied. 6% state that they often have, 9% say they sometimes
have, and another 15% say they’ve been bullied once or twice. The figures correspond with recent research on the
phenomenon, and the anomalies in student responses seem to underline that we still understand comparatively little about
young people’s digitally-curated interactions and their online life.
A survey question about what respondents know and don’t know
about digital technology brings some quite surprising results when you
consider that these young people are what the media like to call ‘digital
natives’. More than one in two respondents say they don’t know where to
find the reporting button on their favourite social media website. 85% cite
WhatsApp amongst their favourite platforms… despite children under the
age of 16 not legally being allowed to access the platform in Europe. Along
with the topics these young people say they want to learn more about,
there are more than enough ideas to fill many educational sessions.
The challenge has therefore been to concentrate content into just five central pillars and build around them an
interactive, meaningful session, responding to participants’ needs and providing sufficient findings to underpin
similar programmes in the future. Above all, it is important that young people leave the sessions with an improved
understanding of how to act responsibly online. Interactivity is not just a word; it is a responsibility… this necessitates
providing tools and provoking responses so that every participant feels that their voice is heard.

Content
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Figure 4: What teens know… and don’t know
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Figure 5: What they say they want to learn about
My rights online
Checking trustworthiness of website or info
Getting copyright free videos/music from internet
How I can get online support when online
How I can protect my data when online
Why 5G will be better than 4G
Check info on internet about myself
Where my information is stored
What to do about cyberbullying
Are we anonymous on internet
How to keep my profile or my content private

0

Student Comments

“	How does a phone
work, and what can
you do with your
phone except taking
photos, calling and
texting? ”

“ I would like more
explanation about
hacking, how they
do it, what the
danger is, how I can
be safe against it. ”

“ I need more
information. The
session was too
short. ”
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Content and interactivity around 5 SMART pillars
The five pillars defined through the above process are depicted by the SMART acronym, and
together cover a broad range of notions.

Social Sense & Sociability

Gets children reflecting on their online social behaviour and why citizenship is important,
giving tips on things such as when to seek help and how.
Student Comments

My Digital Footprint

Relates to managing what we say, do and
where we go online, and managing our
reputation and personal information.

Access to Opportunities

Draws attention to the countless creative
opportunities that internet offers, to fostering
inclusion and to finding a balance between
our online and offline lives.

Rights & Responsibilities

Takes a deeper look at the impact of
anonymity, privacy and security, how to
protect them, and our responsibility to
respect the rights of others.

“I don’t care
about keeping it
clean; everybody
can see me
online.”

“Always think
before you put
something on
the internet.”

Opportunities on the internet?

“Followers”
“Look up
things for
homework“

“Money”
“How to
win with
videogames”

What is privacy?
“When only my closest friends
can find me online”
“When people are looking into your house
when you don’t want them to”
“When you put passwords on everything”

Trust

Touches on issues such as credibility of information and differences in behaviour on- and
offline; the way we use the internet and our trustworthiness today is shaping the internet
of tomorrow.

Implementation
14

Mapping the progress of SmartBus
SmartBus began its first tour of Belgium and the Netherlands with a pilot session in September 2019 and closed at the
end of January 2020. By 17 January 2020, the cut-off date for inclusion of findings in this paper, 4,154 students - aged
11-15 years old - had participated in SmartBus sessions. A total 2,294 students visited the bus in Belgium, and 1,860
in the Netherlands. 217 children from non-mainstream schools participated enthusiastically in sessions and, although
they required a little extra help in calculating their user profile on the Compass, they clearly showed that the content
can easily be adapted to meet the needs of most children.
Figure 6: Map of schools visited by the SmartBus in Belgium
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Figure 7: Map of schools visited by the SmartBus in the Netherlands
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Other SmartBus findings
The six questions that are asked during the sessions using the Kahoot! software have brought
some surprising results that debunk a lot that is said about children’s online activities. Even
participants and their teachers were surprised when they saw the aggregated results up on the
screen. These findings are drawn from the responses of 3,767 students - 2,039 from Belgium and
1,728 from the Netherlands.
Firstly, it seems young people are spending far less time online than we think. At the time of their session, around
30% of students only had spent more than an hour online or on their phone, a figure that stays reasonably
constant regardless of whether they attended a session in the morning or afternoon. One in 6 participants hadn’t
been online at all, and 35% for less than half an hour. Dutch children are spending slightly more time online.
Whilst, on the one hand, this could appear encouraging news, it also raises the question of how much internet is
being used in class. Responsible use of the internet, like many other things, isn’t inherent knowledge but needs to
be learnt. If not all parents are able or willing to teach children this, then it should be an integral part of the school
curriculum. Digital technology will almost certainly play an extensive role in their private and professional life in
the future. How can children fully understand its omnipotence and impact without being taught things like how to
protect their privacy, using incognito browsers for example, or where to go to see if information or images may be
fake. In Figures 4 and 5 we look at some of the things that young people don’t know or want to learn. Where will
they get this opportunity if not at school?
Figure 8: How much time are children spending online?
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Posting selfies online often gives rise to bullying and harassment. These are areas that should be tackled with
sensitivity, both at home and at school. When asked, around 55% of participants in both Belgium and the
Netherlands say they haven’t posted a selfie in the past ten days. But 19% have posted more than five, and
the figure doesn’t seem to vary much even at special times such as the Christmas vacation. There is no visible
correlation between the amount of time children spend online, the number of selfies they post, and the number
of posts they would like to delete from their footprint. Younger children seem to post slightly more selfies than
children aged over 13. When discussing how to report on social media, it is apparent that most children under 13
year olds already use social media extensively.
11-13 years old is a crucial age bracket where children
should become aware of how important it is to safeguard
their privacy and not to post personal pictures online,
especially pictures revealing personal data i.e. where
they live, the school they go to, their whereabouts, etc. It
would be useful for parents and teachers to discuss the

Student Comment

“ How do I solve
problems with online
pictures and videos? ”

number of selfies young people post, and their reasons
for posting them. Are they looking for ‘likes’, and, if so,
why? Does posting a lot of selfies indicate that children
are lonely, have more online than offline friends, or are they seeking acknowledgement online?
Figure 9: How many selfies have you posted on the internet in the last 10 days?
19%

None

6%

Just one or two
Between 3 and 5
20%

More than 5
56%
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Only 46% of participants say they don’t wish to delete anything from their digital footprint, and this varied little
with age or country. The big concern is that already by age 15, and often a lot earlier, 6% of students would like to
delete a lot of things and 8% several things. The issue is finding how to definitively delete things from the internet.
It is difficult for a child of any age to suddenly realise that there may be information out there that they don’t
want, yet it will probably stay online forever. This requires greater collaboration between schools and social media
providers. Children need more specific information on what happens to their information online, the best ways to
delete what they don’t want, and a greater understanding of their right to be forgotten and how they can exercise
this. Once again, school has an important role to play, yet how many schools include it in the curriculum?
Figure 10: Are there any things on the internet that you would like to delete from your footprint?
6%
8%

No, nothing
Yes, one or two
Yes, several things
40%

Yes, a lot of things
46%

Contrary to popular belief, the overall majority of the students encountered during the SmartBus tour have less than
30 social media contacts. Young people in the Netherlands appear to have slightly more online contacts than their
Belgian counterparts. Online ‘friends’ seem to be especially important for teens, who don’t always realise just how
much of their information these ‘friends’ can see and even re-use. They need to learn to distinguish between online
friends and real friends and find a healthy balance between relationships and time spent online and offline. This is
something they pick up from the example of parents, teachers and older siblings.

Lessons Learned
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Privacy is a challenging topic for young people. Few seem to fully understand how to use privacy settings, and to
create sub-groups so that not all contacts can see all their information. It is important to make them aware that,
regardless of how long they have known someone, they will always really remain strangers online (if they don’t
know them also in the physical world). When asked, most young people insist they are aware that they should be
very careful before befriending people and should not talk about personal things online - not even to real friends
because what’s online stays online forever. However, findings from various activities during the SmartBus session
show how important it is to continually reinforce these points. Educational social media platforms exist and, when
used in school, can help students learn to navigate in these powerful, far reaching spaces. In this type of closed
environment, they can build the required knowledge and resilience without paying the price of putting information
online that will stay there forever.

Figure 11: Approximately how many internet contacts do you have?
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Educating children in today’s globalised, highly connected society is a daunting task for parents
and teachers that will become increasingly difficult as time goes on. Artificial intelligence has
already made its way into almost every corner of our life; Internet of Things has long been a
reality; and widespread use of facial recognition is just around the corner. Findings from the
SmartBus experience lead us to make five recommendations that could help overcome some
of the major difficulties that young people are encountering online, and better prepare them to
become active, responsible digital citizens.

Exploit digital technology to a greater extent as a learning tool in schools.
Our findings seem to indicate that the use of the internet is fairly limited in schools. Children cannot learn
by themselves things that we as adults often struggle with – finding the exact information we are looking
for, for example, and checking for validity, or deleting something we wish we’d never posted. Schools are
meant to be the reflection of society, but is this the case today? Internet providers can also play their role to
improve connectivity in schools and open the door to the possibilities that digital technology can offer for
all children, especially those with specific educational needs.

Make digital citizenship an integral part of the school curriculum.
Children and young people are, for the most part, unaware of their rights and responsibilities online and
offline, and these are not often topics of discussion at home. Citizenship is a multi-stakeholder responsibility
that requires teacher training, sharing of good practice and the involvement of families and communities
to give children practice in having their voice heard on- and offline. Whereas policy makers have a role in
ensuring that teachers are given adequate training in this area, industry has a role too in helping educators
understand how rights and responsibilities play out online and being more accessible to their queries.

Support children to become SMART communicators by aligning teaching and
awareness raising with what children are really doing online.
Children and young people are often amongst the fastest to take up emerging technology and use it to
suit their own needs rather than the intended purposes. They are calling for the right to learn about things
such as how algorithms are used to profile them or ethical marketing since they are already consumers and
being targeted as such online daily. Facilitate active input from young people about what they are doing
online and what they want to learn, and help educators provide evidence-based learning materials, rather
than leaving it up to young YouTube influencers to inform or misinform on these important topics.
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Provide more transparency and clarity on legislation and regulations.
Policymakers and industry alike have a responsibility to make legislation, terms of reference and legal
requirements more understandable for digital technology users. Young people are generally unaware of
what the General Data Protection Regulation is and the rights and restrictions it has brought, and are
genuinely surprised to learn that, at age 15, they are not allowed on WhatsApp, or that portability of
their data exists. Likewise, they have never read the Terms and Conditions on the platforms they use.
Simplify the language, use symbols whenever it can save words, but generally increase efforts to ensure
that children and young people can be informed users of the technology at their fingertips.

Make learning about internet safety and digital literacy exciting.
Children are naturally avid learners, which perhaps explains the great attraction that digital technology has
for them. However, they are surrounded by so much information nowadays, presented in such imaginative
playful ways, that textbook learning and traditional teaching, albeit highly important in certain areas, have
lost their impact. It is essential that children learn about privacy and security, and how to recognise hate
speech and avoid scams, in ways adapted to their age and their online practices. However, if our children
are to become responsible informed users, greater imagination is required in getting the message across.

Huawei believes that no one should be left behind in the digital world, so we developed
TECH4ALL – our long-term, digital inclusion initiative for using technology, applications
and skills to empower people and organizations everywhere.
huawei.com/minisite/tech4all
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